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introctuccd by Iloarc [ 8 ] .  ‘1’lIe

benefits of gr;il)llical  nota,t,iol~s

aJ)proach  is al)plicd  to actual

objmtiv( (JI l)i~ Irtt.l,  rtit(d  a]~~)roacll is to take advantage of the

wl~ile ]) JOVj(h  [II> ,1 li,’,t]rous  u}ldcri~i]lg  foIlllalistr].  ‘J’he integrated

SOLJICC  cod(, tal;( II (1(}11-I aII cxistirl~.  N A S A  a])j)licatic)ri  i n v o l v i n g

unlil anneal fllght  syste.  rIls. ]’mvious]yj  V.’C illfr:,(  1~,,) i(~’ I]IC usc of tllc t~lccll:~.~( }~7vc(~r~ditiori  predicate

t.ransforlucr ul])astlle u~lderlying  forl[]al  III(~ilI} 1101 (! ll~ttu(tir  1~, fclrl]l;tl:  +]~c)cificatic)rls  fro]ll  program

c o d e  [4, 9). More rccerltly,  wc d~scli}~c,j  t}l(,  u:,!, c,, ::11 ?,c. a forlrlal  l):l~+is  tc) reverse Cnginmril]g

r)rc>grarI~s  v'rittcIli  l~llijkstra'sg uardedrc,I[~~ll~cl  lal~,l}agc[l(~,  J]].

‘J’hc rerllainder  of this paper is orga!lind  A LtIIi~M Sc(,tioll 21)lc~vicic:<  t~:ick~,rourld  Ir)at.erial  for

software nlaintenancc  and formal Incth{)ds,  ‘} II. : 1111 Itics  of the (~ ]l](~~,]alllli~irlg  latigua.ge using

the strongest ]~c)stcc)nclition  predicate tl:i~lsf(,ltjl!l  is (Ie:c.rilwd ir~ ScctioIl  3. ghe issues related  to

in t eg ra t ing  info] IIlal arid forlilal  ]Ilct}lods  i(I; I<,,(,, .,c {,ligiliccrillg  aIe discussed in %ction  4, and

this apr~r-oac-h  is a~~}>lied t.c) a NASA gIou IId It;s < I s}: 1111 fCII (c,lltrt,llill~,  ulllilarlncd  spacecraft  in

%ztionh. l{cl:it{dwc )lkisfl  c!scI-ibedill  S({tic,l,(,.  ]’111[ .1Ij, S[.f ~lc)li 7 (ila\~~s(OJl[l~lsic]rls}  and suggests

futu rc illVestigatioIls.

i,



2 IIackgl’ollnd

Lcg,ills with system  A ,  where

I(vcl ofdctail.  ‘1’he  ncxtstcp

difleIcrlt level of abstraction).

i)i)~)l  ljlcrltati(~lt  calI  Iw ~lclforlrlecl  tocrcatcsystel~t  11.
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teams  must,  bc ah]c

Although Ihe \ViitCIfa\i  dCWe]O1m](’I,t  ]IILI ( v ;( ~)1 ,\ide.. a st I UC( uIcd }IrcIces\ for developing sc)ftwarc,

the dmigyl  Iilct.l]c)(lc)logics  that,sul)l~[]rt  ~t,r f~ (y II-. (i,r. Structured A] Ialysis arid lksign [14]) make

use of i[lfor}lial  tccllniqucs,  thus il~(rf,d~  II IIf tl)c ~,[tcrlti::l  fo] illtlo(lu(ill(f, Ar]ll)iguity, inconsistency,

and inco[lllJctc’Iless  in dcsiglls aII(l irill)l~rl]i,tllat:  ~IIs. III c<)IItIasL, fol]tlal  IIlctl)ods  used in software

dcvclo~>lllc[tt  arc rigorous tccliniclu{s f(,I :;l)i  [ i’}’ir I!,, devclc)]ling,,  aIId verifyil}g (oIIIputcr  software [2].

A folmal IIIcthod consists of a WC.11 {1<’(i~,t<i : })( ifi ztion lall~ua~,e  \vit)l  a set of wwll-defined  inference

rules that calI br used to reason ahc)ut  :. :. 1 ,. i(i(t.tion  [?jl, A Iw]l(fit  of fOIIIIal ]nethods  i s  t ha t  their

t ~ to autolllat(d  ~JI{wc>sillg  [3].notatio Ils arc well-defined and thus,  aIt at: (’IIiI  11

2 . 2 . 1  l’rogrzilll  Semantics

‘1’hc ]Iotation Q { .$’} 1/ [8) is USCXJ  t(l tcl,~{’ .[ It i ~ ,ltial Cilrl(,ctl]es>  ]Ilodf,l  of cxecutiont  where,  given

tliat a logical coIldition Q IIolds, if I IIC (\I.( I(io]l  , )[ prq:lalil  .$ tclrllirlat(s,  tIICII logical condition R

will lIold. A lca I [angcm}mlt.  of the \IIac~. [t I :0: :I{e { Q ] S { fi }, ill folltlast,,  rcprcmnts  a total

C.orle.ctncss II Iodcl of execution. ‘1’lI;~i i. it (~IrI(l [io]l  Q lolds, tll(Il  .$ is p,uiirarttced  t,o tcrrllinate

with conctitioll  f? t]

that lIav(’ dcsi Iat)lc

[)art.ial  ml I (,ct,Ilcss

sys(,(, *~)s a I (, ~!,ot~~,l

*



1“., 2.2.2 StrOII~c;st  l’ost, conditio)l

‘1’IIc  sllo7tgcst  ]Jc)sicotldifio~L  s~, (,$,(j)  lI~II! ,11( t i,llsf(~rrl}(r  [7] i:; d(>fil[c(l a.~ tlte  set of all states in

which tll[r( c’lisfsacc~lll}]ut:itic)ll  of ,$’lll Ii f t [ III) I ittl Q tr [le. ‘J’list if,,  ::iv(,ll  tlIat  Q tlold  S, execut i on

of .$ ICSUltS  in SIJ(~!, Q) true, if .$ I[r)ltlll;:l.,  A suCII, .’+)J(.$,  <)) a!+[IIIIrs Imrt ia] corrc!c.t.ne~s. ‘1’tle

t{)cokcst  ~Jrccorl&i/io7/  prcdi~at~,  tIZIISl( II III( :~t[ >’, ]~) i:, (!(>fi[I(Jd a!; tlIC s(1 of all states irl which

thC st$atcrllrmt  S  can kgin  cxccuti(,rl  itllll [(r]llrldte  With ])ost(orl(litiofl  }/ true, Givcrl  a }Iotir[,

triple Q { S} J/, we ]Iote tll.at  V:l, i: ;; ( l< fkv;’lr cl” IuI(,  in that a derivation of a specification

twgins wit]] lt, a n d  prodl~c.c!s  a l)]~,ljc:(t{ t, /JI.l{. ,r,’ I .  ‘J’11(’ J>rcdicatc  tla!isf(lrrrlcr  VIP assurne.sa  total

corrcctnwx  lrlcdct  of computatio[)$ I!l((+ilil.!  (Il<t ~,ivcll  S ::1 Id lj, if ttlf’ (o Inl>ut. ation of S begins  in

stat~  V7]J(L9,  II’), tltc p r o g r a m  S un// lIall ii II ((II I tio[l // truf,.

WC coIitrast  t,llis mode] wittl  III( .,,, I I(Ii[l d ‘( folv,arcl’)  Clelif,cl(i[,rl  r{I]c. ‘J’ha,t i s ,  giver, a

precondition Q and a prc~g,rarll  ,9, s}) (1~’IiII:  a .lf; dicate .~p(.9, Q). ‘1’lIc  ],rcdicate  t r ans former  sp

assu Incs a partial  co r rec tness  rlloclrl  ()! f(IIII)lIIt  t!ioll  I[lc311ing  t,}lat if a J)rograrn s tar ts  in  s tate

Q,thcnthc  cxcc.ution  of Swill ~)]a{ct],<  l:uy,,rni,l state sp(,$t  (i) if ,$ terminates. Figure  2

givcsa  gra.l)hic.al  depiction c)f thc,diii(]trl(~  . 1~,.,[,crl .q~arid v)p, WIICIC  the irlJ>ut  tc~ the predicate

trarlsformc[  ~}rocluccs  tllccorrcs]~c,)l<lirl~,  l,I+I(iIffit FiF,urf 2(a) ~,ivcstlleca.sc  whcrc the input, to

tlle])redicatct  rallsfor]]]cris “S” a}i({ ‘(Ii’ ,0 ,dltlc (,ut~)~~l  totllcp re(litatctr  ;[flsforn]cr(g  i\Fcn by the

boxand  a]~pro~)riately nalncd  “w])’)  iC ‘ \L:](f,l <)”. ‘]’hr s]) case (1’iF,urc  ‘2(t~)) krsimilax,  where the

“(j ,al\(lt}lic)  ut})utt[, tllct]a  ~isformeris4`  sp(S,Q)'1.input to tlIc predicate t,ramsforlner  i~ “f;’ ,;I I

. . . . . . . ..— ..__ . .._. _. _— -

{c?] s [N] (Q) s

I
(R)

/“ \
-L 1 !

s4,p(s,R)  ~. v., p
)’}

s P > Sp[s,<))

(a) (1))

kiloo5



lrlj}lica.tiojls.

cngi IlccrirlF,,

aILd is used as sucl I in this pr(}j((  t

(Iul J) Ie\’iolls  investigations [10, 1 1] iII\ ,II1\  ,.(I  t 111 ,.ISCI 0{

fc)rrlicr  dS a~)~)licci  to 1,}1(?  ]lijJcStli<  ~,11121(1 II fII II II IalICl

II( strc)llf;(.st  ~~oslcollditioll  ~)reclicatc  trans-

hn$uag[, {1 :)), ‘J’}lis s e c t i o n  dcfirrcs  tllc sp

sclIlarltics  of the C progl-amlnillg

3 . 1  Assignn~cxlt

1x1 u lm a varia})lc or an assigna

~>rog]an~]]ling  lal~gua~;c  ]IaS t]le f(,llrj  v !’ c1 v. I f,rc 9 i~ al I assi?,lilllcllt  Ojwrator (i .e. ,  =, +=1 +=).

There  arc two roles t,ha.t  aII aSsigIllllclit  stti’  (, II I(I$! CaII ]Ia\tI. ‘] ’!I(I filst is IIIC traditional assignment,

of a varial]le wit]]  the value of aII {,,~~)r~,~,. {. I ‘j ‘1(1 :.cc.011(1 I ()]c  is a< d si(!(-(flcy  t Loc)lca)l exprmsion.

III Or’d(’I’  tO C.’OJ)C  Wit!l t}tC?  du~]  ](,](  ()! i  I I  i*;if!,lllllC!llt  Stdtt’!!i(’l!t, {wo fu llctic)Ils  are defined.

I’i~st,  in order  to describe  the s~r~l~llii{:~  of I II( tIi ~litiol,al  tIscI  of asssiF,lllll(,Ilt,  aII eucrlucitiort  fullct,ion

A: .$ - ) 7 is clc.linedl  where  S is tj, c SIS[ I j“ .:,II :icti(  all~ \ralid  av;ip,lirljcl,t  expre.ssic)rls, and 7 is

tll~ t~~X’ C)f t,ilC’ l~sult,  g i v e n  by CV<tll)tilIIl~,,  01( I >,l)lcwiorl f. l<)r irlstallcc,  given all assign  lrlent

Sldtr’rl)[’llt,  ‘(x *= n“ , the func.tir)li  .4 TI.0111(1  II c,;luatcd  ;,~ ],(x *- r,) L x  * n. ‘1’at>]c  1 defines

the sclllarlti~.~  [)f t]le fu]lCtiO[\ A 011 il f[\L, M ‘{, 1 w ( ign[lj( III o[)e~a(ors.  A IIIC)I  c gellcral  form of the

funclio]l  A, can be dcfirlcd a s  a s  .4(1, ) L,, ~ 1 ~Ii ,S is t)I{’  s(t c,f \iili(l exl}rtssi(,rls  in C., aIId b is a n

(,



L)z/lJ/Yu I\ II. 1{. *U 121A -If -v. . .-. -.,

!

l’~V.(lllittil”Jll

/. .

(

(



. . ...”  .410 .-Luu . ,1,  .,. . . . . . . . . . . . .

1“
}wculiar due t o  tlIr7 fact t,lIat the  cxl,rc:l.i{,  i NO a lc)~,i{a! c)rIc,  I]ut I .:t }[(,f aII a.ssi~;fllue(lt  Cxprcssiort.

1 1 if .4(I) W C) + ()
v(i) :. , ) )

i if “4(1) !“ r) : ()

side cffect,s do  iI)lpact c)thcr operatioil~,  ;i:. ,, ;IC :.1,,. IN,II irl t l~e s\IoI t cxaIiI]~l(  above.  ]r! Srxtion 3.2,

the use of V will be irr}porta.rlt  for d(fillil,~,  t I(, :.( II; !ltic~ of alter  rlatiori  statvrnerlts  with side-effects.

. ..-. _ . . . . . . . . ._. ___ . —-— —-—. _. . . ..— —-— ——y..-——

)

111 this [Jal)cr,  discussion Ilas bCCII Jjji)il, (i !, :$ SII ,;II Sut)+tt  0[ th(’  al’irilal)lc  assignrnerlt c)pcrat,ors.

‘1’he seIIIaIltits of tlIr~  shif t  a~ld l,it,wisr  aw,jl III I(IIt ollurat.ols  { aII also  Iw (iefillcd  usi])g tile furlctions

A arid V. III addition,  the semantics I.)f t)I }111 [> II;< ,.ions { all bc d{ fiIId using these fu]ict,ions  [?].
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statcnle  IIt is as follows:

If the  restriction of haviIlg  a]t,cll,:,li)]  ~ !,: [(,11( iIts v,’i(llout  side- cflccts in the guards is removed,

then the scnlantics  of the alter~lati(~lj  si;!t  II IIJIt  }Iaw a dif~ere]lt  Ii Ira IIirI~,,  lnforrnally, if there  is a,

s i d e - e f f e c t  iII tllc guard B, t]lcn t]){ CX(,; LiI,I II CI~ I II altel  Ilatiou  is ii Ilitlo[’,OUS  to ‘iexecutirlg” II, then

rurlnirig the altmnatiort  using thc (\Ia!LI;ItI(I’L  II! }: h401e  fol IIially,  let H }W a guard  of an alt,errlatioI~

s t a t e m e n t  (C-IF1  for inst,alice) SI.1{  11 t Ilit, tl I ( ,c:ltiatioli  of R ca~lscs a sic!c-dfec,t, and let V(}J)

rcpiwe]lt  tllc truth value of B. F,xc( IJIII  III (Ij I II- ;I 11’rrlatiorl  statcll~ictlt  i< ~’<luivalent to the execution

of tile following:

——



3.3 sequence. .

(2)

3 . 4  Itc’r{itioll

in t,he C ~)r[]gra  rliIrlirlg  l:ili~,ua$,c, Illf, it(,r: [1111 ( I,lst.ru(t  {aJI tak[, C)II{ [)J the fo]lc)wirlg fornis:

3.5 while

Wh(’[i  lIo s ide efi’cc.ts are [,mwnt,  tl c uli 1 t il, 1# i,,rl coIIsl rucl )Ia.s IIIC fol]owi]ig  8m[laI]tics:

sp(vhi]  e, Q) : I /, (’Ii :05 i:sp(c-ll:j’,  c))). (3)



installcc , Sp(c - lFIJ, Q) tlas  t,tle [()!lo’$’)’illp  lll’l  ii 1“

Sy)(c - lFl:~, (j) ‘./); (: )

ion:

‘l, .sJ,(c-]}.’12,  (/))
./’[:.  ~’j,.s~)((:-  ]l.’j,  sj)(c-  lFj, Q))).

]n Itlc c.asc WlIeII t,lic guard  0( Llit w], “} i: st ileIncIIt  lIas a s’idt’  (4[(L< t, tlic s e m a n t i c s  a r e  silnilar

to cxccutinp,  tlIe fc}llowiIlg:

},
ltii l{, (V(B)) {

,..),

}:;

where V is tllc valuation futlctic~ll  {If:,[  I III II III ‘+(ctioll  3 i . ‘1’lIc cor l(:+lmndillg  sp semantics of the

w]lcre t,lI(I body of t,llc statement c-11’t  { ,rl. is.t of “S; D:”.

3.6 d o  while

‘]’hc Se.rualltics  o{ the do while st atcljl~,~lt  a If , ~:lllilar  tc) t}le whi]~  state ]r)cllt, w}ierc the guarding

condition appears after the ]00}> I)od}. [~: IIIJ, 11 I’ vhj 1 f! {c~nstru(”t,  CICJ uhi 16 can be written  as tbe

follmvin~:

1’;quatioll  .5

(5)



LJc’. /J H/H u 111[. 1 1 ..)0 lA, \ Jl( +dc 1.,UJ 7, ..., . ...,,,, . . . . . . . . . . -----

3 . ?  for

‘I’hesc]lla  ntir.sof  t}tcfor itcratic,)ls  latit(rl( I. (~\atttic  first  {,x], rc,s.sit,ll  ({x]~ll)is cxcc.utcd (cvalu-

(c2pr3) i s  evaluated  after  cac}l it,[ati,,r, ‘/’Jtr:II scrllafltics,  ufii~l~,  t}lr  whi]o construct ,  are reprc-

sclitc’d  by Lhc fc]llowi]}g:

}
‘1’hc  [csulti]ig foIIIlals~]ccifica.tic>Il  (,f tll(:.(l~l,:lltl,{)f  f(~] usin~i  (IIC s;Jfc)I vhile  i s

I 3 . 8  l“ullctioll  C:I]IS

1 ‘L,

_—
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i’ i) ?1 c’fimt Cfo S’.s
. 7

Moperiy-  ‘“ j ‘I{]ce<iura[ l’llrc’ valued
‘Va; ;a~]e; /;’ l’)ai,  10C,, I local”  -

sidt!-effecl,s ye’:, lIC)
[)~[ar[lcltcJs ‘ l’, till  \’, III C2-I(SIII[l  I~$,\\]t V;ilu(>

values ret, u I IJm.1 IIlulti])lc sill~lc
—

‘] ’a,])]c 2: A ‘]’~X(,II(}IIIJ  (I1 l))~~;ra]i,l,lil,g  J,arI{;ya[:c  ]’ul,ctjo~,s
—. .. —__ . .

used by a fu]lclion. ‘J’lIc si,de-c~//-<(~  l,I(,i>( I tj I USA to indi(atc  whcttlcr  t}Ic c.la.~s o f  f u n c t i o n s

produces side-cfkts. The  typr.< <of JWI i:tII(IIP!~ :t IId ~IIQ liunil)[,l Id ~’iiluts that are returned by a

func t ion  are ctescribcd  by the paI,,TII{t[  r ~ ,,[1 I:, IIICS r(-tuf lied  I,ro~wrLics, I es] wc.tivrd  y. l’ure Valued

furlctions  arc cllarac.tcrized  by t}lc  Jac I t),; I t II, ~~rial,lm. USCCI  aIc ICJ[ al, tllc functic)ns p r o d u c e  nO

side.-cflects, the J~ararncters  are value ~,:,1 ,!I Al ~1 ~ and t IIC fun{ tiolls  Ict uI II a sillglc  value, Note that

a procedural furlct.ic>ll  can effect ivt]y ~(t I( t ! L I IIC of fi ]IIIIC valu(’d  fu [Iction  if it can be erlsured

that tllc functiorls  produce no side (flo t’., I IIis i j~)lie.s  t}lat tl[c llull)t~tl  of Values rur.rst  be siI(gular.

i n  t h i s  corlt,ext., we assun)e that  OIC 111,1,:11 ~ :[i,, <)f a \’alue- result ~]ararll(,t~~r  or result paranleter

produces a side- efiect.

A function in ttie C prograrl]r]lirl~  ]iIIl},\I  ~,, I,, . a si~,r!at  UIC (C)I i)~ot{}tyi~c)  {if the form R f (7))

where 7/. is t,hc r(’t. rrrrl tyilc, and ?) is t th( iIii, IIt I\’\)c  d f~lrlct,ion  f ] ‘()[  (’Xarllp]e,  a fUIl~,tiorl  max

could Ilave a sigriattlrc  “irlt ma.x(ir~t  , ~r, t I ;’ I ;ivcIl  a vdrial)]c  ‘{X” (If ty]~c ?/,, a pararIlet,cr  “ a ”

o f  ty~m ?1, arid alI acs.signrncrlt  O]>cr;lt.[]1  ~’ il ( , II [I t h e  f~lll( Lic))i j’ lIa.:. III(s [orl[l “x 9 f (a)”.

I/et f be a l)uIe valued functio]l, ‘J’tl( (fit I ()! ( a]]llIF, tile furl{[ioll  i< that a value is  returrlcd



4 1 ntwgratd  Approach

1)1]{’ to the  ]]ld~}l(’lll~(,i~a]  Ilat  Lll(’ Of i(~l Ill ~ ’1’” ifi~ati~)Il  laJl~,llaE’,c’S,  [(’I [Ilal Ilicthods Iidve hccn dc-

scritmd  as tillic corlsurrling  irIIcl  {e{liou>, 1 i(.iv ,’\w-, sin( c tJIc lat{p,uq~es  .aIc well-dcfiIlcd, formal

rncthcrc]s  tlir.vc bcwn found  to tw 7111(IIL 1’{, 1( I ~: UtOllliit{d ~)mccssil)p,, fkIIIi forIrlal  rncthods  a~e

t,cc-hniques  for specifying syst,c III l(.quiltlll,r  t~ i II d drMgII  usin~, }Iic]alcllical  dccc]rnposition.  M o s t

SQIlli-fOI  Ills] III CthCldS haVC thC 1)1’opCJ[~  II ,4t 1 t I llOtiltiOllS  aIc (’graphical, facilitating ease of usc in

thciJ  a~j~)lica.tiol~. “J’hc dra~~back of s~llli  !.,1 l]jill  llLctllods  is that  !.lIv iloi,iitiorls  arc imprec i se  and

a.r[lbiguous.  “1’l)is section descrit~(,s all zi,~ I(I< I 10 IcveI>r cn~il,uc~iIlp,  t)lal  integrates the usc of

se]lii fornla] Inet,llods a.lld forrtlal  III(Ith(~:l:.  III (11(1 {,1 tc) utilize the ccjlIIJ}](,lllcrlt~.ry  advantages  of the

notatiolis.

4 . 1  str”llc.tjUl’eci

Although LIIC rcctllt

A n a l y s i s

trclld irl softuart,  dc\tl  ~,111 I I ]Ias I)e(]l  k l) Llil(l systcIIIs  usirt,g  ot)ject-orieIltcd

III SAIH’, t IIe focal

dcscri~)tions  of t he



. .
co Il)l)OSltlOll  Of tll C hi?, h-lcvc]  dcwt  i[Il if III C)[ {~lIIf  !,ios~s  yit’lds II1OIC ~![’taild dcscripti~l[s  of functions

al~d procedurm  t.llat illror[>olatc iil][,l(l(l( IIt:It!{ III dc.tailh, ]“irlal!y, dulillr, ttl C iI]l[)lcIl]crltatioIl  pl]aso,

f’unctiolls  and I)roc-cdurcs ideI[(ifit;i II ]i:j:tl(-!,ll ale dtcoTII]wsCd into rIloIespccific  furlctions,.

\VIIC~~ usi)lg  SAl)cl’fc,r  rcir]>.{{],[i],{,  II I,\,, I{t,iviti!.s,  tl)(>str~)(.tl}l[t)f all irlll)lcrlleitta.tic)r(  i s  ~t~.

stractccl  irlto l]i~,}l-level gra~)}li(.al  dII.t Ii} 11,11} ‘llllcti(}rls kIIWII as (all fI,r.31)hs  or s tructure charts .

‘~llesc~,ra]~lls(lc}fict  tllccallil]g  t,i(:;  ;],lj <.( [LI II{ tio Ils Vtitliill  a h.ystc III, l’urt her analysis ofsourcc

ilivc~lvcs  analyzirlr, the data t,lIal  iiov,~, t<. t, (r,. rl} vajic,ui  furic.tio)is  I)y constructing data flow dia-

granls. Our  aj)])roacll  is tc) co[lslruct V.I i[):s ~,rfi])lli(~l  dwri]~tioris  {Jfa program, in most cases

autclrlla  tically,  arid thc[l u s e  ttlosr  d{’~ Iil, : l,,rl. 10 ~,(ti(]c  tlic corl::tructioll  of formal sjm,ificatiorls

fr~~rll tlIc clifltircnt  parts identified  t,-y {tI, ‘,,~}1, :tl d(w:lil)tir)]ls.

4 . 2  Al~plyiIIg;  formal  tec]llli(]ll[$

The purIIosc of irltegrating  the US( c)f ftIr IJ aI  111[ tllods arid ser[~i.fc,rt(lal  nle.tliods is two-fold. First,

it is cle.siralde  to take  advantage c)f tlIc Il(,lvfi t:, c: the c(,r{li~lcrr]erttaly  t.cc.llniqucs.  Second, by using

a se]ni-for-rrlal tm-tlriiquc  to guide tlic for III;I  t~v I(iqrrc, or~’.aIli7atiol!  of tlic fc)s)llal  sl~crifications  will

be basccl  olI t,lIc structure of an illlll]llll,  111,,11011 As Suclil ir~ the (aw wzIIe Ie forIIlal s~wcificatic)ns

are warl anted,  tlIe spcciflcatiorls { aIl t](, ( lr( t 1~ associated tvith  a p,raj)llical  entity, while those

parts c~f a rliodule  that do not recluilc 1111,{,1 it) ~~ (l{ .[ri]~tiori~ can be left u]lslmifred  (forrrlally)l  with

the descriptions c)f the.se IIlodules l)t,ir~l~ Ifft ( I ( } ~~ scI)]ifc,l  rnalisrr,s,

‘1’hw are three guidelines that aIc f(,]l\\, { 1 irltcn forlrlally  s[)wifyirl,g  a Illodulc,  q’hat is, t h e

process of fc)rInally  specifyir,g a r~ioll]l{  f (, I -i 1., ,, { I}lrec stciw or ~,]Ias(Ls:

1. l,ocal Arlalysis

2. (lse Al]alysis

3. Global Arlalysis

l)uIir(g t}lc  lmwl alLalysis  phase, !.11( ( ,dli[ lIi{ ,:rcl~y of a II Ioc~ulc is collst  ructcd a~ld a skeletal

formal specification

trarlsforl[lat.io][s  for



[u Ltlis scctioll  we Clclllonstratc  t III, II!:,  01 I I I  ]]lte{;12t((l  ti~JpIcmclI  t o  IIIOd UlCS f r o m  a  tnission

c.oI]trol g r o u l l d - b a s e d  SyStCIII  at t,li< h’.ASA ,lIt I ‘[(~~)ul.~i(>ri I,al)oI:itory. ‘1’lIc ~I\IIpmc  of the code is

tcr t r ans la te  User colnlnands  ijlto s1):I((( I;+{I l,ll((ili.lrii(~.



5 . 1 I>oca]  AI~alysis

l;ifiu  Ic 4 gives ttlc code. for t,],c I IeII:.lal ]11~)( ,: IuI,. A I I initial  scrr[i  foI~IIal analysis of the trans.

late  C(XIC yields a calliIlg; fyap), A. {I<li,< f{{ j}, ]Jip,t)lv ~, W} ICIC  tlI(. rectangles  indicate  furlc-

tkJll  S, aIICi  tll(’  Iab(,ls  Corrc!s[mn(l  t<, t] If. ([III{ ~ i.)!~ rla{rl(,.< ~,iv[ll t)y t}Ic i]idcx tcr tlIe r ight  of t h e

gra~)ll. l“rolI) tliis initial analysis, u(, 1111, t!Iiil Ilic tlallsl ato futlc(i(,n uses five functions incllid-

in~, jxlitializ.o.j.nter~>retel  , pIOCQ:Ir.. +li IIfi I ;~.oul.~,ul , info~rli  usel , JjrocessmLemoniC_input,

end. cmdxlt,  and pzocess.  cat~,. ‘1 III 1 ritls.l;ite  furl(tio~l

tra Iwlatc,  contlol argulrrcnl, assi~,]~lllfllt,  .  fIIl { 101. 1~(11  tlIjs

intcrwtmi  ill tlIe f,ra.llsl:ite  furictio]l  ill ( I  I-  tI::  $,]ak’ I!I(~cIc.

tion, COIILIOI algurncnt, and dcia~llt  111011,1.  II{ II i s  all,i]lsis

}IW foIIr  diflcrent ]nodcs: i n i t i a l i z e ,

alla tysis, \v(’ assulne  that we are on~y

‘1’ilu+,  we are i[:lloring  the irlitiali7.a-

wlli(  II  ( 01 ics}~olld to t}~e 1  NIT, CARG,

and default cases of tl]c swjt,cll stalcJI  ,:1 1 1 ‘1’hcrclorf, wc aII, Icft ~~ittl  spccifyilg t h e  vhilo

statclrlcllt  depi{ ted in Pigurc  6, \\’lI(,ItI 1; t}. ‘s II; vc t~ccll addcvl  for ( onvct~icnc.e in the f o l l o w i n g

d i s c u s s i o n ,  ]nfc)rma]ly,  t,fle trans] at,~ fIII t {,r, 111 the I I,; IIS]at  C JIIW-]C is rcs]x)nsib]e for Lui]dirlg a

list of spacecraft instructions cc~Ir,:.~,(,J,:li],~\  I(., ll,tcr])l~ ttd C{) III IIIa IIdS t)y calling a function called

proc.ess.bina~  y.output.

AII analysis of the code in E’igulc (; u,irl): I II(> .lJ rule IC, I t.tIc vhi 1 e stalcrnmlt. yields the following

specification:

m(ayg~[():]  !: ‘)’) /, (Ii :  (1 :< i : S])(SO’,  Q)), (8)

WhCJC  thC C! X~WCS..iOJl  (aY~,SIOl  !Z ‘ ( ) ’ )  }1: ,  I [, : II]C’ d](’tc ., aJ Id  (~ is tl~c i,recolidition  to tlte state-

rrlcnt  SO. ‘1’his specification states III;+*, a+ I(; (I r whi 10 statcnlellt  tIa.s IK’CJI rxccutcd,  t h e  axgs

array has a ‘O’ as l,}Ic first entry, aI~{l l,lt~, s’ al III ,Ilt SO 11, IS tjm,r[ cx<,cutcd  SOIIIC nul[lbcr  c]f itcra-

t,ioJls.  Unfortulatc].y, t}lc spec.itlcatit,ll  iJ1 (8 I i  II(I! \(!Iy ir)f(lrrllati~’c  (Jutsidc of identifying that t}Ic

.-.. —. .
‘Alt),w]gh  ill tl,e cori[cxt  of this papc[ v:, II:W 1,1~ ( I1 IIIIF I I)i( s(r(lar,li(s {If  t},c svit ( lIs(a(eIIICIIL, our iuvcstigatjorls

tlavc i],([ucfcd l]IC COIISLI  UC1 .



~.lulo

break;

case ),11’:

Cihlle
{

c a s e  CAR(;: /+ sot a value for a cc,ntrol  a r g u m e n t  ●  /
plc,cess 1.ar$(6d,f,s,  ])p);
b e a k ;

}

rf]turn(m~))  ;

}



. —.
. .

. . . —

Sp(so,  (~)

—

(9)



UL/Jd/

. . . ——. . . . . . . ..

\

)

S2 13156!
---- <..- cl:,8L<>Llt]L$t ●  ];

L-.——.

)

rmpcctiwly,  wllcrc u is Lllc value [If (;(IrIl(,LIt.]I, It brforc  cxccuti H~, S2. Fquation  (11) states that

given  that  tlIc expression ‘Y(l))  A <;j~(l~,(~~’ i t,ruc, eitllcr Sln lIas twcn cxecut,ed o r  Slb has.

l)cwII executed,  cm}] deperlcling (,1, Ilt(,  i <Ifi(’(.i ( {]IlditicJl] lllat  either (ll~p :: llr[l~~),  or (Trip $.

iV1/1,1.), rw}mctively.  O n  t h e  01 }IeI lIaII~  ~, l;(ltl:<tic)tl  (] 2) states that giverl that the expression

‘--IV(JJ) A sp(]l, Q)’ is true, cxecuti<)l, [){ S:J I, SII’[S in tl,c assi~,IiI]lcnt  of t)Ic variable ‘dontoutput’

to be ‘l’.

‘1’lIC!  preliminary Skclctorl  of t}jc ]()::i(  ,:/ I ;,( I i(i ,{tion Of t]~c t]allslai,ic,r]  lIIOCiUle  can t,~ constructed

I)my sul)stit.uting  LIIc  l~uatiorls (]]) iilI(l  ( I“) l)a~k,  into Ih(, oli~illal lk~uation ( 1 0 )  such  t h a t



S2.

At t,llis  IJcjillt  in tlie analysis, sill{  I :;]/  ;:IIL  %] 11 aII,  :tattIIIPII(s (tlat (Icl)[lld on the s~mc.ificatioll

of fu]lctiom  a r i d  ]JMK.CCIUIOS tlIal ar(, II:,(,I t)\ 1 larlsl at{,, i t  i s  a]~l)](j])riate  to brgill a Use anal~sis

for tl\ct IaIlslat ofurl[:tioll,\\ r]l[](,irl llli (’;I, tlIc  fullclioll 1,1 O( oss. binal y.output  is walyzcd.

lr~ Su[rllilaly,  durjl]g t,ljc ]ocal ;i,,;:lj:,j 1,11;{ t. foI t] ~risl ato a ~,laj~llical represeritation  o f  t]IC

furlctioll  \VaS CIcated with tlIe illt~rlti,,t[ {I! AI.(I Ilirlirlp,  lIIP callill~, }Iicrar( IIy f{)r the func t ion .  Ncxt,

a l og ica l  atlalysis  was  pe,rfo: IIIr,d  u<iII~, ‘,(1])  (joWJI  ii])l)rc);l( h  t}l~t (1s(!S C>]lC~])Sul~~iOII  wit~l t,h C!

intcmtion  of dcterrrlining  the logical [ ofllI~l(9  it!

5,2 Use  A]]alysis

UsC armlvsis irl\’{)lvcs  tllc specificatio[l [I! Ilr t ti[l~s tlIat are uswi  I)y a p,ivt’11  o b j e c t  c)f study, ]n o u r

cxar[ll)lc,  p,iverl ttla.t tllc object Of sl-u(l~ i~ LII{I t] <Iis]at,c furlctiolll US( a llalysis involvm  specifying

tlIe  functio)]s  used by tx-anslat,  ~. Irl tl, Is s::( i[II wc dcsclilw  the fu]lf tie]) process.  hjnary-output.

l~igule  7 coutains  the source C{NIC f,,! ] I ,,cc:E..l,jr,aIy  .c,L\tput. ‘1’IIc IISC analysis for this func-

tion involves three steps, ca,ch C{)I J(ISIJCIII, !IIIII, t I the stc~}s  f(dlov,’ccl for t]-ans] ato.  I’hat i s ,  wc

[)eIfoI  In local,  U S C, and global zrrla]jsc:, (III 1 r (c c s..bilia~ y.output. . ‘1’}IC renlairrdcr  of the  process

o f  arlalj~y.irlg pzc~c.oss. binary -c,ut.J, tll i. si Ililal to t]Ic pJoc.cSC,  usd t o  a][a]yze trzmslate. ]~ow-

ever, irl tile interest of sirnplifyi~lg  th[ ~.)[itj  ~js  wc shall ip,nort? ~rlart~ of the details involved with

arlalyzilig  process _binaz  ymutput  atlfi i{) II. III Jlllarily  tlIe out[)ut cllaracteristim.  Note  tha t  the

strict  ap~)licatiorl  of t h e  rules fox s~I I (q[lil c a 1 I;c by Iirlc  (OIIS(J uct ion of a specif icat ion.  I[erc,

we in forrllal]y  coilstruct  tllc Spwifical.i{)li l,il ]1 ( ‘If)  tl]l(lt~r,>t,aliciili~, llI;It all clf the information can

and s) Iould tw corlstructcd  rig,orow!y, ( )11 Ill;\I  oltjctl.i\(  ill t}lis  (,xiiilll)]c  arlalysis is t,o p rov ide

enougl  I IIlforlllation shout, pI-OCe  SS I]i Il; iI y o.~t} ,11. to 1,1, al,lc to clc>{ril)e t,ra71slate in a sufflc.ient

nlarincr.

(:ol~sider  tllr? COdC c)f l~i~ure  ‘/ [CI* 1)1 (c [,:s 1 j ~,a~~.ol]t,put,. ‘J’lI(:Ic ale t}lrm statements that

cict,crl[linc  whetlI(\I

liur [~u[[~twrs  I , .~,

01 n o t  t}tc Out]j,]t  <If [)11 fill{ i{lll i s  (Iclirlc’d  cII ]Iot. ‘J’lIesc are irldicatcd  by t h e

and K, Iespccti\{lj, 1,11 [, 1 ,  !:lr iIlst:ill(c,  IIa$) tlic  irit,c[~]retatiorl that i f  s[)acc

:) \
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m p  =- (f;  tlll<~  P:,[, * ,Pa]]c,c (sjzec,f(strllct ms.g,)  +  MAX_MSG.BYTES);

if (m} = ):1) 1’,)
{

waxr~(’’];c, (::4 I .irla]y. output.: out o f  m e m o r y  (malloc failed)\n’f);
QIl(l_clwiYl~ ( 1 ),

}
Pus}l[,(l,(p.  >l !~, t,lti ~); / *  -1 for lcn.p.th  f i e l d ,  written o v e r  latex * /

F i g u r e ’ j :  ]’lt,tc,:i llIIHIyoutj,Ut  SOUICC
.— —-. —. . ..- .—.



could not bc allocated for the ~VtIIIII t]~>j . 1, (’IC Iot!til}c alwl t:., \\\lilc  lirie J fc)rccs the routine to

ICtUIIt  a NUI.I. ot)jcc.(,  (!(Ic tO SOI)I( {)!II(I III(I: l’inally, [IIC liIIc K iljclitatc’s a successful return

ol)ject. ‘~’}lcrcforc,  wc call  C.C)IIStIII{( tl14 l~llil illp, sJhxificatioIl  for ],] oc,oss.tlinaY  y_output:

of all

. .
sp(\rrd; ~rw;  rzturr!(~f,//,l,),  (II])- >ll,:. ~,. I tri :. pp - >nt:~x. msg.  b)t. s) A (?i{p < fVoz.~,) A Q ) )  V

.qlt(~”ct~~Tl(71(JJ),  (mp-->msg.l  011 < ~1}1. >Illi  7. rl C. ,,.j bits) A(?/ip# ~’()),],)A~)

(13)

Wlllctl states tha t  after executill~,  ]>1 (1: [ F r t}ir,,~ly.o~t~]ui,  citll(r vaIjI aIld end-cmdxlt  w e r e  exe-

CUkd, t]le r o u t i n e  rcturrled  a hIUI.  I o!,,ic t, (II II t: r<)uti[l(’  1(’tu[lid  a valid otjject.  Agairl,  wc st, rc.ss

that ttlis specification is incolrl])!(.t{, :111(.I  IIi Il} I)rciflc,.: ;+ s[[(all  slice of tllc functionality of the rou -

tirlc.  Silice  tl]is routine (along v:ittl  1 Ifi II S:ldt ~ j:tr[[,;il,fllc,  \)t(, fcl. )],tcxt,  afulls~J ecificatiorl  rnalcm

Ilo cc]lltrit.}utio[l  to this exa]l~plc,

S.S c;]o~a] Al]a]ysis

‘J’llefillal  stepil)  tllc~al)alysis ist~)l?}; ttlpfl, [ iflcatiOIl of ljciuatio]l  (1 3) arid integrate it back into

t}le  sliclcton  sl~ccification  of ]klu iii i<~]l ( 1 ‘1) ‘J i.. slx’clfi(  atio]l is as follows

sp(SO, Q) == ( ( r e p  =- A’/il./~l  \ ( )fi}I v)) V (14)

(((rn]~->IIc~ I : /’(”/ / \’ (vi~)-  >Jtczl  z ?~)) A  (mp = ?np->rwzt))  V

(dmfoutpu( ~ 1) /\ (- 11’(11)  /\ S] J(}],  </)):c’’’r”’]’”i”i

w h i n e  u  i s  sorrIe n e w  o b j e c t .  ‘1’llis s}Iw ‘Ifi 31  i:)[ stat(.< t.l~at aftPI cxecutif~g  .S0, the variable mp has

either  Llle value NULL or J~oirlts  t!) s[IIIi, ~T,\ ~ )Icct,  01 JIIp - >IIPXt lids (}IC value NULL or points to

sor I]e IICW object wit]] rnp ~mirlt,il~~,,  tC t~],- ~~,~>, I IJilally, if I,cil l~cl of t I]cwc cases }Lolds, it Inust be

t h a t  dOhtOUtpLlt  = 1 .  111 t h e  Corltc>:(  of ~ Ill :1 I ifjcatioll of l’kluai,iorl  (8), this specification lncans

t]lat aft.cr  each itera.tioll, a c]lail,  of  r!, (: ,1:11, 1. cc)rlstlilcte(l or ttic dc)litoutput f l a g  i s  set to 1 .

NoLe that in thk  specific.ation wc l,~i~kt [1 v ~,,<, rl~)tiorl t IIat t hc j)ointe]  a.<si~, rlrnent  behaves like a

varia.t)lc  assi~nlncnt,.  in this case 1 IICIC  I. 1(:) II) ,irt (If lll,lkill~,  this awwlllJJtioll.  Ilowevcr,  there arc

se]]tarllics  t h a t  arc IeiaM~ Specifi(  A]]} {(I ~,:)  ~,Ir . . [ ? ] .

Y ‘{
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]’I”CViOUS]S,  fOI Ills]  aJ)f)I’OM]lC!S  k) 1{1’(1:~ {lr’,ilcl’l ilIg ]1.?J’C  IISC’[] t]lC S(III  Ia rit ics of the we~kest precon -

clitiotl ~~wdicatc  tralisforlncr  wp aC t,tlc II II (,I  i~ikp  foI]Iiali<Irl  (If tll[,il t(t{-lllliclue. “1’il~ A~aintcrincr-’s

,4ssislo7~f [ISC.S  a kllc)~vl(’(l~(!-t)asccl  1 [iill$l[!l 1,:’.i(l ;I I ~1)])1 Oit(”ti  tr) C(IIIS1  I II(  t for[nal  spccificaLions  from

proglarn  code via the usc of a \Yid( S])(,{  [I 11111 1 aII[;IIa~,(  (W’S], ) [(i]. A WS1, is a language that

uses both specific.  atic)n and irn]wr ativr jwF,Ia}II’  constructs. A liIIcIv~l(d[;(’  I)ase II)a IIages the corr-

ectness  prcxmrving  trallsfo]l]~aticj]l:.  of t{~I (1{,11’ i[[]r)ll’1[~(.lil.atioll  {ol Istructs  irl a. WSI, to abstract

spccificatioIl  coIIstruct,s in the SaTIIC  \\)\)lj

}{14J1)0  [5] (Itestructurillg,  Maiilt(rli:[lc , \’dl I,+tio]l al, d l)(]cljI1lclllat i(,]lc~fSo  ftware Systcnls)is

an ]“kpirit 11 ~)mjcct  wllc)sec)l)jc:{tivt~ i~. l<, II IIIJIt Ii4 al)])lic.i:liorls Ijy lt]akin~, theln  more Inaintainablc

thlough the use c)f rcwcrsc ellgillcw[irlf,  1{:(~ I1lC!U \ ‘J’tlea])prc~ac}l  uml tore\ ’ersecrlg,irleerC O1lOI,

involves t.lle dcwelopmcnt ofgerleral  ~,ili{l(,llrlc. fr thrl)rc~ce.ss {)fcl(’r; ~ir]gc)t)jcctsarld specifications

fronl prog, rain code as well as prc)vidill~, + ‘I,,lll(u’c)rk  fc)rforrl]a]ly  reasoning, about objects [18].

‘1’lle “1, ool)ANalysis  ‘1’001 for l{mcq:lli:ilj, I;:tural  c{ IIIce]Jts” c~r l, AN’J’RhT is an approach that

uses a nlulti-st.c[)  process to constru( 1 1}’iw 1(:11( lo{?,ic  allllotaliolls  for ]oc)})s. l’hc arlalysis  pro-

cess illvc)lves  tl[c t ranslat ion alld ]lt)lliii.li)~t]~,ll  (,[ 100}J  ~,lograll)s into fcJlrlls  that are arnenatde  to

matching of various C.onlpc)rlerits  c)f 1():1}): .A l. IowlcdF,(L base or ~llo~~ li~rary is used to identify

Sk’rC!Oty~)iC.d lC)C)~)  CUCTLik, W] IE71(! (i’(’1~1$. (OIll! ill t}lfl  f’01111  of h~si~ f“lt~ll/salld  allgfflcntation  eUeni!.S.

‘I’llca}~proac}  ltakcr~l~y t,tlel,A N’J’l(N:y:fr  I IIlovcsill  thr direction c~f nlakingothcr  plan-based

approacllc>s  ]norc for]nal in that ,  th(: Iilka] IIl,ldtl 1 of tl, c Ioc)p analysis a[tivity is the construction

c)f a for[nal specification. q’]lestl~)l’t  (())lli]ll,\(lf  l]iisa]~],rtlach  a!ct,hat  tlL(:usc ofakIlo\v]edge-base

requires constant  updates to hall<.]]c IICV: ,: :: L,C,.  , lrIcallirl[’, that the si~e c)f tllc knowledge-base c a n

Lecorrle ur~rnanageable. in addit,ioll, \\’lIllt t)lc i;l I.ivit}’ ~)rocluces  a forlllal  specification, there  is no

fo[[l]al  basisf o]- tllevcriflcatic)ll t] IatllII : ]),it :-t,ic]ll  of lhc  [)l;III [Ilatc]l(,s  the trucsemantic.s o f  a

100}1.

lrl the l{EI)O  and A4air1toir~cT’.t A,.. +IL;’!It[  (; II II II C)a(l IC , ttl( al~l,licd  fc)lnlalisrns  are based on t h e
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se111aIltic6  of tllc WCX&~t  pI,ccwrl(I’i”[I(~Tf  III ,[,{11{-:1’  { t,r:irl:,f<ll  III(I 7JI)I  SfIIIIC  diflk~rences  in a p p l y i n g  wp

aIId sp aIc that, Wp is a ba.ckwal<l  IU]< 1111 ljI,I/1,1 !I II s{,l)lalliics  aIId a~~LIIII(W H total c o r r e c t n e s s  tIlodel

of execution. llowc.vcw1 tllc, tf~t al t ~11  I, [ 1111 :.. li[cr]>l(tzlior~  has II() l{JIuraId rule (i.e.  IICJ s t r o n g e s t

tOifl/ ]WStCOTlditi07L  d]) [7]) .  }{~ ll::ill  ~,, :, ],:11 I 1: C(1I IL’( I II C.SS 111{1(11’I  (If cxccutic)[l,  both a folwa,rd

rule (s])) al~d l~ackward  I  ute (11~/1,) t ~II! tli LIW. to vcrifj’ arid  riLfi IIc f<lr JIIal s~mcific.atic)]ls g e n e r a t e d

by ~Jrc)~,rarn urldcrsta.ndillg  arid I(v(I:( .{};,,~],{i;l~, ta:ks, ‘1’IIc II IXi II (iiffelcncc  bctwcxm the two

a]))}roa.(:tles i s  tile abilit,y  t o  dirfct,]~  a]III]~ It 4, $~rorlgf,..;(, ])c)slc(lrlcliti{)rl l) Icclicatc  transformer to

code to construct forma] spccificaticjIls  }{ ~IIS I ,irlg [Ilc \\cHkcsi  l)IcctlIiditioIl  predicate transformer

as a guidclirlc  for co Ilstructillg  fo~l[lfil  :i~)( ;ilit<i’  iol~s,

7 Conclusions and lhItuJt’ 1]1~’(:;ti{::ltic]]]s

ForrIlzl Ir~et,]loc]s lJrovidcr[laIly  bcllcflt~  iI, tt,c:(’~\cl(,l,Il](llt  ofsr)flwarc.  Autc,n~at,ing  tl\eproc~of

abst,ra.cting  formal spccificat,  ic)lls fICIIrI ]>I,J~,IaII  (ode is sou~llt lJIIt, urlfortunately,  not con]pldely

realizable as of yet.  llowcvcr,  by l)lt}\fidi))~  l,}it. t i{Ils t}lat  su~)port  t}jc Icverse cllginccring of software,

much  can  bc ]carned  about tile fll]l(iiorlallt:j  (,: a systcrrl.

~~UrrWldJ’  wrc arc dcvc]opirlg  ti sysi(,III  t!} SI l,pc,rt al] of I}IC tcclirliqucs described in this paper

c a l l e d  AIJrIX~S}IEC. in additiol,,  wc ]IavI i,m], lll)lyirl~; clur techrliclucs to a ground-based mission

control  systcm for  control l ing urlrlla~lll((l : jjIc{ I aft at ttle INASA Jet, l’rclpulsion  l,aboratory.  O u r

future irlvwtigations include

spccifica.tions built using our

lkfmx?nces
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